
ANVIL EXECUTIVE BRIEFING: 
THE HIDDEN DANGERS OF ENCRYPTION 
Companies are stepping up data protection against cyber-crime,  
but that can cause problems for their employees when they travel
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Protecting your data,  

protecting your people  

From delays at airports through to refusal 
of entry and even arrest, travellers carrying 
encrypted devices across borders have met with 
a host of problems.

So far, it has mainly been journalists, 
university researchers, students and hackers 
who have fallen under the net of suspicion 
as governments crack down on encrypted 
communications in the fight against terrorism.

But business travellers could also be caught 
out as companies increase their levels of data 
protection in their effort to ward off cyber-
crime.

The fight against terrorism

Governments tend to view encrypted 
devices as a potential threat to their national 
security. As a result, many countries put 
restrictions on their export and import. 

Similarly, security agencies do not admit 
people inside their country using encrypted 
communications that are beyond their powers 
of interception. In 2010, Saudi Arabia threatened 
to ban the use of BlackBerrys because Research 
in Motion would not provide it with encryption 
keys. The government felt it was a security 
risk to have a vast number of communications 
taking place on encrypted networks that it 
could not monitor. More recently, in the US, the 
FBI has put pressure on Apple to enable it to 
decrypt iPhones in terror-related situations.



THE TROUBLE WITH ENCRYPTION 
A growing number of reported incidents have included:

• US Customs and Border Protection agents 
held a computer security researcher for 
several hours while they searched his laptop 
and mobile phone

• Turkish officials held two Vice news journalists 
and their assistant after encryption software 
was allegedly found on the assistant’s 
computer

• Israel denied entry to an American citizen who 
refused to give them access to her emails

• The UK detained David Miranda at Heathrow 
Airport as he changed planes carrying thumb 
drives with encrypted documents from NSA 
whistleblower Edward Snowden

Rising threat of cyber crime

Of course, from a corporate point of view, 
encryption is a significant defence against 
rising cyber-crime – crime which is estimated 
to cost the global economy US$445 billion a 
year, according to research by the Center for 
Strategic and International Studies and McAfee. 
Moreover, the problem is set to increase as 
business activities go increasingly online and 
more devices become connected to the internet.

Therefore, it’s not surprising that companies are 
stepping up their efforts to fend off criminals 
targeting sensitive corporate information 
and customer data. And one way to do that 
is through data protection measures like 
encryption. 

Most businesses install their own form of 
encryption onto company laptops and USB 
sticks. While any remote connection to office 
networks will be through an encrypted VPN.

The Wassenaar Arrangement was negotiated 
between several countries to help people travel 
with encryption software. One of its provisions 
allows a traveller to claim a “personal use 
exemption”. But many countries do not agree to 
this exemption including Wassenaar signatories 
Russia and Ukraine, along with China, Cuba, 
Iran, Israel, Kazakhstan, Morocco, North Korea, 
Saudi Arabia, Syria, Sudan, and Tunisia, amongst 
others.

Meanwhile, all countries reserve the right to 
inspect your data as you enter the country, 
encrypted or not.



SO WHAT’S 
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Take clean equipment 

An increasing number of companies offer 
clean laptops for travel, loaded only with what 
the traveller needs for that business trip. 

Any sensitive information can then be accessed 
over the internet once they arrive at their 
destination and deleted before returning. 

That said, it might be harder to get rid 
of sensitive data from your phone.

Have clear guidelines

It is important to have a corporate policy on 
encryption. Universities have been particularly 
stringent on this as students on research 
programmes can be subject to suspicion as they 
undertake their research abroad.

Many universities publish their policies on their 
websites and these serve as good examples. Leeds 
University in the UK, for example, warns: “You must 
assume that any overseas government has the right 
to access your data and you should therefore be 
prepared to show it to them if necessary. Otherwise 
you should avoid taking it.” 

Plan ahead

Carrying a headed letter stating that your equipment 
uses commercial encryption software and that 
the information is normal business information in 
relation to your role, could prove to be useful if you 
do face questioning at a border. Make sure you write 
it in the language of the country you are visiting.
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Helping you conduct business as usual 
in a world of growing opportunities
Anvil works with businesses around the globe to help protect their people, their assets and their reputations.  
We do this in four key ways:

We would love to talk to you about how you can ensure you achieve “business as usual” wherever you operate. 

Contact us at enquiries@anvilgroup.com for an initial discussion about your needs.

We empower them 
with the insights, real-
time intelligence and 
information they need 
to assess risks

1 2 3 4
We help them prepare 
strategies and policies for 
virtually any eventuality, 
meaning they can 
operate with confidence

We protect 
their people and 
other assets on 
a global scale

And we help them 
respond should the 
worst happen, getting 
their people to safety and 
securing their assets fast

www.anvilgroup.com


